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The evolution of targeted 
attacks on financial 
institutions
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Who are the attackers?
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Timeline

*Cobalt was detected in June
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Who are they? What are their favorite targets? 

KNOWN TARGETED ATTACKERS

Buhtrap
ARM CBR (SWIFT analog)

Сobalt
ATM, Card processing, SWIFT

Corkow
Trading terminals, 
Card processing, ATM

Anunak
Internet banking, ARM CBR, 
SWIFT, Payment gateways, 
Card processing, ATM 

Lurk
ARM CBR (SWIFT analog)
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FUTURE TARGETED 
ATTACKERS

• Toplel

• Ranbyus

• RTM

• Vawtrak

• Dridex

Balance is 500 thousand pounds, 
inter-UK, for money mules (now 
such money mules now). Skip for 

now.

Account for authorization of 
payments, balance is 2 million 

pounds

No function of payment approval. 
Balance is 18 million pounds.

Tried to transfer 2 million to China

Balance is 15 million pounds, dual 
authorization off.

No opportunity to establish sort 
code for transfer. It is better to 

ring out

Future Attackers after your network
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What are the targets?
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Targets: Corporate internet banking software

• Compromise operator workstations 
of corporate accounts

• Listing companies with high balances

• Generating new digital signatures 
for each company

• Transactions from corporate accounts signed 
with new digital signatures

7

Access to corporate internet banking 
enables criminals to steal from TOP 
clients. Anunak used this method in 
2013-2014.
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Targets: Payment gateways

$ses = date("Ymdhis");
$url = "http://ru-demo.cyberplat.com/cgi-
bin/DealerSertification/de_pay.cgi";
$data_string = 
"SD=XXXXXX&AP=XXXXXX&OP=XXXXX&SESSION=".$ses."&COMM
ENT=Test&NUMBER=9642065662&AMOUNT_ALL=10.0&AMOUNT
=10.0";

$ch = curl_init();
curl_setopt($ch,CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_HTTPHEADER, array('Content-Type: 
application/x-www-form-urlencoded','Content-Length: 
'.strlen($data_string)));
curl_setopt($ch, CURLOPT_POSTFIELDS, 
"inputmessage=0000038801SM000001270000012700000125&".$
data_string);
$result = curl_exec($ch);

var_dump($result);

• Once inside, hackers search for payment gateways

• Obtain log files from payment gateways to understand 
the typical format of communication

• Start SOCKS proxies on internal hosts to enable 
communication with payment gateways

• Run scripts to replenish attacker’s phone balances in 
thousands of transactions

• Transfer money from phones to cards and cash out
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Payment gateways enables high frequency, low 
amount transfers. Very hard to stop and return 
money.
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Targets: ATM
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Europe Case

Taiwan Case

Cobalt and ATM Heists



GROUP-IB.COM

Targets: Trade terminals

• The attack lasted only 14 minutes

• $437 million in purchases (5 trades )

• $97 million sold (2 trades)

• 55 to 66 Rubles — volatility in exchange 
rate
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Corkow conducted the first 
successful attack on broker 
terminals in 2015.
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Targets: Trade terminals
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Targets: ARM CBR or SWIFT

SWIFT
[ROOT_DRIVE]:\Users\Administrator\AppData\Local\Allians\mcm\in\
[ROOT_DRIVE]:\Users\Administrator\AppData\Local\Allians\mcm\out\

ARM CBR
[ROOT_DRIVE]:\uarm3\exq\inc\
[ROOT_DRIVE]:\uarm3\exq\out\

• Identify working directory of 
SWIFT or ARM CBR application

• Replace payment details with 
fraudster’s information

• Intercept confirmation messages 
to bypass identification of 
fraudulent transactions
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Targets: Card processing

• Legally open bank cards in the same 
bank or buy new cards on dark 
market (usually about 30 cards)

• Remove or increase withdraw limits

• Remove overdraft limits 
(even for debit cards)

• Cash out using these cards 
in other countries
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Cobalt, Corkow, Anunak have been conducting 
these attacks since 2014. 
It provides very important cash-out benefits.
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What’s next?
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Cobalt Continued Activities

• Cobalt has been compromising 
companies and sending spear 
phishing emails with exploit to 
targets from the compromised 
e-mail server.

• In Feb 2017, Cobalt targeted 
companies in India, China, 
Kazahkstan, Turkey and Vietnam 
by compromising a Russian 
organizations servers.
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Cobalt Continued Activities

• Cobalt begins to shift focus to 
payment processing systems. 

• Successfully targeted a bank in 
Kazahstan cashing out more than 
$572,000

• Targeting payment processing 
systems will be an effective 
target for less experienced 
groups as the cashout 
infrastructure is not as complex.

• Leave Bearing Gifts… IOC Report 
for Way4 attack.
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E-mail

help@group-ib.com

Web site

www.group-ib.com

Facebook

facebook.com/group-ib

Twitter

twitter.com/groupib_gib

+973 7728 8886
yawadhi@ngnintl.com 


