The evolution of targeted
attacks on financial
institutions




Who are the attackers?




Timeline @/ NGN \GRDUF’FB\
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0.5 billion

Buhtrap

Cobalt”

MoneyTaker

*Cobalt was detected in June
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Who are they? What are their favorite targets? #INGN  [crourjsl

KNOWN TARGETED ATTACKERS

Cobalt Lurk

ATM, Card processing, SWIFT ARM CBR (SWIFT analog)
Buhtrap Anunak

ARM CBR (SWIFT analog) Internet banking, ARM CBR,

SWIFT, Payment gateways,

Corkow Card processing, ATM

Trading terminals,
Card processing, ATM
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Future Attackers after your network
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What are the targets?




Access to corporate internet banking
enables criminals to steal from TOP
clients. Anunak used this method in
2013-201A4.

* Compromise operator workstations
of corporate accounts

* Listing companies with high balances

* Generating new digital signatures
for each company

* Transactions from corporate accounts signed
with new digital signatures

GROUP-IB.COM
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Targets: Payment gateways #@INGN [croumjs|

Payment gateways enables high frequency, low .
amount transfers. Very hard to stop and return  $url="http://ru-demo.cyberplat.com/cgi-

bin/DealerSertification/de_pay.cgi";

mon ey. Sdata_string =
"SD=XXXXXX&AP=XXXXXX&OP=XXXXX&SESSION=".Sses."&COMM
ENT=Test&NUMBER=9642065662&AMOUNT_ ALL=10.0&AMOUNT

* Once inside, hackers search for payment gateways =10.0";
* Obtain log files from payment gateways to understand vch = curl_initl)
g pay g Y curl_setopt(Sch,CURLOPT_URL, Surl);
the typical format of communication curl_setopt(Sch, CURLOPT_RETURNTRANSFER, true);

curl_setopt(Sch, CURLOPT_HTTPHEADER, array('Content-Type:
application/x-www-form-urlencoded','Content-Length:

e Start SOCKS proxies on internal hosts to enable strlen(Sdata_string))):

communication with payment gateways curl_setopt($ch, CURLOPT_POSTFIELDS,
"inputmessage=0000038801SM000001270000012700000125&".S

data_string);
Sresult = curl_exec(Sch);

* Run scripts to replenish attacker’s phone balances in
thousands of transactions

var_dump(Sresult);

* Transfer money from phones to cards and cash out
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Targets: ATM w/INGN [crour|s

Cobalt and ATM Heists TR

HANDLE v3; /7 esi@1

int vh; F/ eaxiad

DWORD HumberOfBytesWritten; // [esp+2Ch] [ebp-Ch]@1
va_list va; /7 [esp+ihh] [ebp+Ch]Ed

va_start{va, al);
EurOpe Case HumberOfBytesWritten = 8;
Ul = 1strlenA{al)};

u? = malloc{vi + 18248);
wesprintfa{vz, al, vajl;

OMARCH OMAY OJUNE JULY OAUGUST OSEPTEMBER U3 = EFEEItEFilEFI{"[IiSp.t:-:t", ﬂ:.:"lgﬂ"l"lﬁu, Eu, ﬂ, ’-l-l.l, ﬂ, ﬂ} .
The last confirmed attack Arrest of the group The first attack on a Attacks on banks: Attacks on banks: Confirmed thefts . . -
on a bank conducted laundering money mm Russian bank using == Armenia ++ in Georgia &= Estonia from ATMs outside setFilePointer(us, 8, B, Zu);
by the Buhtrap group for Buhtrap Cobalt Strike M Belorussia M Belorussia == Spain == Russia ulp = 1strlenA{uv?});
we Poland B 7 Romania == the Netherlands - - - -
= Germany B Kyroyzstan — el WriteFile(vd, v?, vh, &HumberlfByteskWritten, 8);
e Poland = Malaysia CloseHandle{uvi);

Free{u?)};

int v1; FF eax@l

CHAR =u2; [/ esilad

HANDLE v3; // edi@1

int vl; FFf eaxi@l

DWORD HumberODfBytesWritten; /7 [esp+Ch] [ebp-4h]@1
va_list va; // [esp+1Ch] [ebp+Ch]@E1

va_start({va, lpString);
. HumberOfBytesWritten = 8;

O Talwan Case vl = lstrlenA{lpString);
v = malloc{uvl + 18248);
wusprintfa{v2, 1lpString, va);
ud = EreatEFileH{"d15plug.txt", Bx128116u, 3Ju, 8, bu, 8, 8);
SetFilePointer({v3, 8, 8, 2u);
vl = 1strlenA{v?);
WriteFile{v3, v2, vi4, &HumberOfBytesWritten, 8);
CloseHandle{wd);
Free{uZ);
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Targets: Trade terminals #INGN  [crourjsl

Corkow conducted the first | Ozl o - /- 0- k- T- @- _
USDRUB TOD 57 7640 57 Q900 57 2970 57 98390 183 4 sanH JoUU
successful attack on broker g0 - 7 - 508 o
° ° l NG '
terminals in 2015. f)

* The attack lasted only 14 minutes

* S437 million in purchases (5 trades )

* S97 million sold (2 trades)

- 56,0000

* 55 to 66 Rubles — volatility in exchange SRR | 550000
ADX (14) ) 9 1416
rate 23
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Targets: Trade terminals #/NGN \GF*DUPFB\

SECURITIES AND FUTURES COMMISSION Circular
SFC
= ES
13 October 2016

SFC notifies the industry of cybersecurity review

on internet/mobile trading systems

The Securities and Futures Commission (SFC) announced the commencement of a
cybersecurity review in the fourth quarter with a focus on assessing the cybersecurity

preparedness, compliance and resilience of brokers’ internet/mobile trading systems.

The SFC has received an increasing number of reports from securities brokers that the
security of some customers’ internet/mobile trading accounts has h&en mmprnmis&d and

unauthorized securities trading transactions were auints. For the
12 months ended 30 September 2016, there wer whmh
inmwedand otal While
these hacking incidents are still under police investigation, at brokers and

their clients may be able to do more to better protect online trading accounts.
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Targets: ARM CBR or SWIFT #INGN  [crourjsl

Meotice To Receive Required

—Meszzage Identification

THum Statusl Sender's Ref Related R.Efl Template |

* |dentify working directory of Sender [WEPBERA [ Bk |

Internal I"f1err||:|:|

SWIFT or ARM CBR application
Account Number: | =T L vame e

* Replace payment details with o rary s Financil ntiution ok ot [SHFTD B
fraudster’s information R =
Address 1: Address 2.
* Intercept confirmation messages counery |
. . e . Address 3: ':'I'U”tr'!":l—;l
to bypass identification of
Credit Amount: Value Date: |1EII:IEJ’ED1D

fraudulent transactions

" save ] sove incompicte | Tempite

SWIFT ARM CBR
[ROOT_ DRIVE]:\Users\Administrator\AppData\Local\Allians\mcm\in\ [ROOT _DRIVE]:\uarm3\exg\inc\
[ROOT DRIVE]:\Users\Administrator\AppData\Local\Allians\mcm\out\ [ROOT_DRIVE]:\uarm3\exqg\out\
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Targets: Card processing

\GRDUP|iB\

#/NGN

Cobalt, Corkow, Anunak have been conducting

these attacks since 2014.

It provides very important cash-out benefits.

* Legally open bank cards in the same
bank or buy new cards on dark
market (usually about 30 cards)

* Remove or increase withdraw limits

* Remove overdraft limits
(even for debit cards)

* Cash out using these cards
in other countries

GROUP-IB.COM

Contract # (5120953300 Contract ID 11436036 KzT |
Contract U Product | Available 27 267 424,50
Rel Sch | i Acc Scheme 211-NO INTERESTS |Res| KZT [9] (0% Blocked |  2732575,50
Client CuASSueie— Subtype [EC/MC STANDARD 1 EPN Balance | 0,00
Main (750428301457 Service 211-STANDARD MC Stand Base Auth Limit | -30 000 000,00
Liability | ' Auth Scenario See man PIN Attempts = 0 of | 3

RBS = 5K286826A1 KZTD3217816 Usage Scenario fMain and Own Status Pick Up, spe:

Institution CENEERENS OpeniClose/Expire 26/11/2016 00/00/0000 19-11 | Approval Ready |

Comment Text ixap'ra 2abnoxpoBaHAa HA NOACIPUTENLHEIE ONEPALMK ‘

Amnd Officer HMKWC

Prod.Status Ready

Amnd Date 22/12/16 16:10:01 Client Type Private Resident Report.Type: Cardholder Def:

Last Scan  18/01/2017 Last Bill Date  01/01/72017 Next Billing Date 31/01/2017 Service Group Almaty CBO Ne1_ Chip_Scheme MCHIP & KZT
Ins | Del I Query ] Operations Main Subs Auth Billing l Balance Client I Plastics I Addresses | Close Contr. |vice Packs no I History l Events Log | Docs l
Sweh Usage for Qs <« < > »|  940f155 b|x
| Service Pack Usage Code Usage Type | Renew Type | Period Currency Max Number - Max Amount IV Single Amount | Max Percent Current NumberL Current Amount Start Date End Date |~
[211-STANDARD LIGRATM | Transactions _ [Day ) AN e NN (B 70000000 .00 0000 e 0.0008/032017 (061032017 s

ins|oel]  Query |  Switch | Template | Dewmils [ usgHistory | Swchhist | Overrides |
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What’'s next?




Cobalt Continued Activities

#/NGN

|GROUP|IB

@ INTELLIGENCE

Dashboard

Compromised
data

Threats

g

Attacks

>~

11

Hacktivism

&

Suspicious IP

Targeted
malware

U

Brand abuse

History Threat list

CP-1438-15: Cobalt’s mass email sending from mail server of Russian company Lanit

2017-03-02

PERSONAL PROFILE
. Threat type Notification type Target industry Malware used
Admiralty Code Targeted attack Cybercrime preparation Banks, Telecom, Industry, Insurance Cobalt Strike
MWwI
A 1 Detection date Affected countries

2017-02-27 Azerbaijan, China, India, Indonesia, Kazakhstan, Moldova, Romania, Russian Dissemination

Federation, Tajikistan, Turkey, Viet Nam tools

Completely Email

reliable/Confirmed Involved individuals Related links

by other sources A

Threat short name

New attack of Cobalt cybercrime group

Brief description

icious emails with

exploits from server of Russian company Lanit.[Now Group-IB

specialists continue to detect malicious emails from this attack.

DESCRIPTION OF THREAT

ed about compromising of IT-infrastructure of company Lanit by Cobalt. After that on 27/02/2017 Cobalt
started to send malicious emails from Lanit’s mail server. Npw Group-IB specialists continue to detect malicious emails from this attack.

Malicious attachment:

"norosop Ha o6cnyxkusaHn.doc", hash 08fd104d0c5a65912efd699c213e48e446d1f5ad15df0cd3e367176708800d46, size 1777822 bytes.

This document drops Cobalt’s downloader

%LOCALAPPDATA%\Microsoft\Windows\Temporary Internet Files\Content. Word\wWRO7702.tmp, hash 56a3a4c857939ac9bed4f2e0084fb037, size 215040 bytes.

The same loader is available on the URL hxxp://185.82.216.94/Ims.exe. It means that another documents with macros, which download it, are exist. Cobalt’s C&C-
server: 193.238.152.67.

Domail name cards-alfabank.ru was registered on 2017-02-20.

RECOMMENDATIONS

« Use indicators from the notifications to adjust
your security systems and to check for potential
incidents.

« When you see a new threat please make sure
this information is shared with all people
interested in it in your organization.

« If your compromised data is being sold we can
secretly contact the seller to make a test
purchase that will help to reveal the insider. Click
"Request more information" to do that.

« If you want to know more about certain threat,
please let us know. We can carry out an
investigation and identify people behind it.

SCREENSHOTS

* Cobalt has been compromising

companies and sending spear
phishing emails with exploit to
targets from the compromised
e-mail server.

In Feb 2017, Cobalt targeted
companies in India, China,
Kazahkstan, Turkey and Vietnam
by compromising a Russian
organizations servers.

15



Cobalt Continued Activities @/INGN [srourjel

1) INTELLIGENCE
R,

* Cobalt begins to shift focus to
W e — payment processing systems.

i CP-1438-9: Cobalt cybercrime group’s money theft using payment processing system
= «Way4» 2017-02-03

» Successfully targeted a bank in
PERSONAL PROFILE Kazahstan cashing out more than

Compromised
data

. Threat type Notification type Target industry Malware used 5 7 2 O O O
Threats Admiralty Code Targeted attack Cybercrime preparation Banks Mimikatz )
_ - Cobalt Strike
, A 1 Detection date Affected countries Microsoft
;; Kazakhstan -
Windows o

Attacks JCompleioly Involved individuals Related links Intruder
reliable/Confirmed

Targeting payment processing
-{‘ S Brief description A Threat short name tl::’iglssemination SySt e m S Wi I I b e a n Effe Ct i Ve

Cybercrime group Cobalt conducted successful attack against bank in Cobalt cybercrime group Email
Kazakhstan, obtained access to payment processing system «Way4»

Hack\:i;fism gpg;::cézfj;ully theft money as the result of manipulating with limits ta rget fo r I e SS eX p e ri e n Ce d
® groups as the cashout
Suspicious IP BRIEF DESCRIPTION ) .
infrastructure is not as complex.

Group-IB specialists have detected money theft from IEGGGG—_G—_G_G—_____.

.
. Infection was conducted using standard for Cobalt cybercrime group method — via malicious emails containing documents with exploits. Emails were sent in the
beginning of September. As the result, attackers obtained access to the bank’s network.

° L Bearing Gif IOC R
malware More than two months they conducted research of network and prepared to further money theft. As the result, they obtained administrative access to payment e a Ve e a rl n g I t S coe e p O rt

processing system Way4. There they have changed credit limits for bank cards. At the second half of December using these cards they cashed out more than 572

G — for Way4 attack.
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Web site Twitter

WWW.group-ib.com twitter.com/groupib gib

E-mail Facebook

help@group-ib.com facebook.com/group-ib

+973 7728 8886
vawadhi@ngnintl.com




